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1 GETTING STARTED

INSTALLING FILESIGNER® PLUS

The installation procedure for FileSigner® Plus is straightforward:

= Double click FileSigner® Plus Setup.

= Click on Next to install the software.

= By default, software will be installed under “C:\Program Files”. It is the
user wish to install the software under any drive by creating a folder

with the folder name “FileSigner Plus”.

To install and use FileSigner® Plus, the following are the system requirements:

= Processor: Pentium IV (recommended)

= Memory: 1GB RAM (recommended)

= Browser: IE 7.x or above

= Operating System: Windows XP SP3 or above
= 32-bit JRE 1.6.0 update 29 or above

= Admin Rights

For signing files, you will need a Digital Certificate issued by a licensed certifying

authority such as Tata Consultancy Services - Certifying Authority (TCS-CA).

0 Visit http://www.tcs-ca.tcs.co.in to learn more about TCS-CA
Digital Certificates.
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2 ABoOouUT FILESIGNER® PLUS C
ABOUT FILESIGNER® PLUS T
I
FileSigner® Plus is a desktop utility designed to provide a simple interface for digital o
signing/verification of electronic documents. It includes: N
2

= Configuration Manager
= FileSigner® Plus Wizard

=  FileVerifier™ Plus Wizard

CONFIGURATION MANAGER

The Configuration Manager module allows you to configure FileSigner® Plus
according to your specific needs and preferences. Using this, you can:

= Set a default location for source file(s) on which security operations are
to be performed.

= Set a default location for the file(s) produced as a result of performing
security operations.

= Enable/Disable the wizard introduction screens.

= Select signature formats.

PROFILE MANAGER

The Profile Manager can be used for creating profiles for Sign operation. These
profiles contain the settings required for the sign operation. Once a Profile is created
the necessity of repeating certain inputs like certificate location, etc. is eliminated.

2.3.1 Features

Profile Manager can be used to perform the following operations:

Add Create a new profile

Modify Modify an existing profile
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Delete Delete an existing profile E
FILESIGNER® PLUS WIZARD Cc

T

The FileSigner® Plus wizard guides you through a simple, step-by-step procedure to I
sign file(s). It may be used to perform the following operations: o
N

Sign Signed File(s) 2

2.4.1 Sign

Using FileSigner® Plus, you can sign files of any format.

PKI-based Digital Signatures provide assurance over the source and validity
(Authenticity) of electronic files and the information contained within. They provide
persistent approvals on documents, ensuring that information is tamper-proof
(Integrity). Digital Signatures also make it impossible for signing parties to dissociate

themselves from documents signed by them (Non-Repudiation).

FileSigner® Plus allows you to sign multiple files at one go. This saves time when a
large number of files are to be signed.

FILEVERIFIER™ PLUS WIZARD

The FileVerifier™ Plus wizard helps you to verify file(s). It may be used for the

following operations

Signed File Verify

2.5.1 Verify

When you receive digitally signed documents, you can use FileVerifier™ Plus to verify
the signature(s) on them. FileVerifier™ Plus also provides settings/options for flexible
checking of the revocation status of signer certificate(s) depending on the level of

security required.
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E
Verification of signatures ensures that: C
T
= The identity of the sender is irrefutably established. I
= You are alerted if the information in the signed file has been tampered (o)
with. N

= The sender cannot deny involvement at a later date.
2
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Windows’ Program Files as follows:

S

E

3 CONFIGURING FILESIGNER® PLUS c

T

INVOKING CONFIGURATION MANAGER I

o

The Configuration Manager can be accessed from the FileSigner® Plus menu in N
3
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5 Uninstall FileSigner Phus
S User Guide

= Start > Program Files > TCS FileSigner Plus - Configuration Manager
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USING CONFIGURATION MANAGER E

C

T

BoonfigurationManager el 1
Desktop Settings | General Settings | o)
N

3

Location of file(s) | | | Browvse
Location to save | || Brovvse

[ | Recursively Sign all files in the input directory

] Maintain input directory structure in the output folder

Show Introduction Screen

Ay | | Cancel

Once Configuration Manager is invoked, the above screen is displayed.

3.2.1 Desktop Settings
3.2.1.1 Setting location of source file(s)

= Click [Browse] to select a default folder for the source file(s) for signing.
Each time the FileSigner® Plus wizard is invoked, it will automatically

list the file(s) contained in the selected folder.

3.2.1.2 Setting location to save result file(s)

= Click [Browse] to select a default folder for signed files. When the
FileSigner Plus wizard is invoked, it will automatically use this as the

destination folder for processed files.
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3.2.1.3 Show Introduction Screen E

C
Check/Uncheck the [Show Introduction Screen] box to enable/disable the T
introduction screen for the FileSigner® Plus and FileVerifier™ Plus Wizards. If the I
introduction screen is disabled, you will be taken directly to the first step that needs o
to be performed in the selected wizard. N
3.2.2 General Settings 3

BconfigurationManager el E

f Desktop Settings rﬁeneral Settings |

Signature standard
[ ® Raw| ) PKCSHT

Al | | Cancel

3.2.2.1 Signature standard

FileSigner® Plus allows you to generate two types of signature standards. You can

choose between:

= Raw
= PKCS#7
3.2.3 Apply Configuration Settings

Once you complete configuring FileSigner® Plus according to your preferences, click

[Apply] to apply the settings and close the Configuration Manager.
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4 PROFILEMANAGER c

T

I

The following sections outline the procedure for creating, modifying and deleting a o

profile for Sign operation: N

4.1.1 Add a Profile 4

STEP 1 » SELECT OPERATION TO BE PERFORMED

Profile Manager |

Profile Manager

Profile(s) For Sign operation :

Acd Profile

hadity Profile

Delete Profile

Profile Details

Qi

Cancel

= Select [Add Profile] from the Profile Manager Start-up screen.
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STEP 2 >» PROVIDE PROFILE DETAILS E
C
Profile Manager Wizard | T
Profile Details I
o
Enter a name for the Profile || N
4

hext [ | | Cancel

= Enter the name of the profile to be added.
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STEP 3 » SELECT CERTIFICATE FOR SIGNING E
C
Profile Manager Wizard | T
Settings for Sign Operation I
(o)
~Certificate(s) N
Subject DM |s5uer DM Serial Mumber Expires On

Cemal CH=TCE sub-C. |[FE34dde74400... Fri Aug 03 15:0.. |~

4
Wiewy Cettificate
-~ Back | | Fimizh | | Cancel

= Select the certificate to be used for signing from the list displayed.

This completes the settings for the signing operation.
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4.1.2 Modify a Profile E
C
Profile Manager E | T
: I
Profile Manager
(o)
Profile{z) For Sign operation : N
est el Profile
4
hodity Profile
Delete Profile
Profile Details
Cedificate Location - Store - | -
Mame - Demal =

Issuer DM - CH=TCS sub-CATor TCS 2011, OU=Sub-C4
Serial Murnber - FE34dde7 44002997204 — ancel
Expiry Date - Fri Aug 03 15:09:32 GMT+05:30 2012

Hash Algorithm : SHAZ

[4]

4| I [ ¥

Existing profiles can be modified using Profile Manager. To modify a profile, select it
from the list of available profiles and click [Modify Profile].
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4.1.3 Delete a Profile E
C
Profile Manager E | T
: I
Profile Manager
(o)
Profile{z) For Sign operation : N
est el Profile
4
hodity Profile
Delete Profile
Profile Details
Cedificate Location - Store - | -
Mame - Demal =

Issuer DM - CH=TCS sub-CATor TCS 2011, OU=Sub-C4
Serial Murnber - FE34dde7 44002997204 — ancel
Expiry Date - Fri Aug 03 15:09:32 GMT+05:30 2012

Hash Algorithm : SHAZ

[4]

4| I [ ¥

Existing profiles can be deleted using Profile Manager. To delete a profile, select it
from the list of available profiles and click [Delete Profile].
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:
I
o
g1 FileSigner Plus Wizard N
Select Source Fle(s) and Destination Folder ¢ "‘Ti‘

1, Click [4ddl] to add the files to sign, TATA. 4

2, Click [Browese] to select the location of the output folder,

~Files to Sign
Cizetup.log
A
~Location of the Output Folder
(] By ze

Choose settings from a Profile

=~ Back | | Mest [ | | Cancel

= Profiles created using Profile Manager can be used while performing
security operations using FileSigner® Plus. In order to use profiles,

select *Choose Settings from a Profile’ in the FileSigner® Plus wizard.
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= On clicking [Next], the created Profiles (viz., Sign) are displayed for E
selection as shown below. C
T
Profile Manager | I
(o)
Profile Manager N
Profile{z) For Sign operation :
est el Profile 4
hodity Profile
Delete Profile
Profile Details
Cedificate Location - Store - | -
Mame - Demal =

Issuer DM - CH=TCS sub-CATor TCS 2011, OU=Sub-C4
Serial Murnber - FE34dde7 44002997204 — ancel
Expiry Date - Fri Aug 03 15:09:32 GMT+05:30 2012

Hash Algorithm : SHAZ

[4]

q] I |

= Select the desired Profile and click [OK]. A message will be displayed, as
shown below, confirming that the selected profile will be used for the
current operation.

FileSigner Plus Wizard X|

® Operation in progress... Using Profile "Test"

oK

= Click [OK] to continue with the operation.
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5 PERFORMING SECURITY OPERATIONS

FILESIGNER® PLUS WIZARD

5.1.1 Invoking FileSigner® Plus Wizard

5.1.1.1 From the Start Menu

mm @ Set Program Access and Defaults ) 18 Lobus Sameime Connect
T T T S wedows Catalog B Adobe Readsr X

& Windows Update @ ek
) winZp. gmﬁm QL 9.0
= ‘Microsoft Silveright 3 SDK
8 (:;uk) i | ‘muuesqa.suwm
) @g mwmmxo
a OradeiMWhnBox

-

Ml Y Y Y ¥ v v v v

() Lotus Applications

) Microsoit Office
o ERE

m ) NetWatting
mmm Prink Manager
£-mail 7 Startup
Sir LotusNotes |7 STMicroelectronics
.am ) TataPhaton+
ﬁ;;mm% Thinkvantage
/ Inkernet Explarer
»nt msn
Notepad @ Outiook Express
... mmmum
Xz mme Windows Media Player
3 Windows Messenger
WinZip 8,1 SR-1 63}, Windows Movie Maker
i) WinZip
Mﬂam ) WIrRAR
) crestorLE
!"?m@ Coval Java Decorper

Avvvvvv-vbvv<v'v,yvvvv

vy v v v v v

@ mmram&m

[Fston @0 89 opencificecraza

= Start > Program Files > TCS FileSigner Plus - FileSigner Plus

OV, ¥
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5.1.1.2 From the Desktop C
T

[~
3 I

EI=at
FileSigrer Plus (o]
N

= Double click the FileSigner Plus icon on your desktop.

5

Introduction Screen for Raw signature standard

i ‘a“ FileSigner Plus Wizard

Welcome to FileSigner Plus Wizard V7.3.1
This wizard helps you to digitally sign files.

You will need:

- A digital certificate issued by Certifying Authority such as,
Tata Consultancy Services - Certifying Authority

Signed files are in specified XML Format.

TATA CONSULTANCY SERVICES

To continue, click [Next].

Next [~ | | cancel
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Introduction Screen for PKCS#7 signature standard

ﬁj FileSigner Plus Wizard

Welcome to FileSigner Plus Wizard V7.3.1
This wizard helps you to digitally sign files.

You will need:

- & digital certificate issued by Certifying Authority such as,
Tata Consultancy Services - Certifying Authority 5

Signed files are PKCS#7 compliant and in specified XML
Format.,

FileSigner Plus is compliant with:

- International Standards
- IT Indian Act,2000

TATA CONSULTANCY SERVICES

To continue, click [MNext].

Mext [~ | |  cancel
N
7
Once the FileSigner® Plus wizard is invoked, you will see the above introduction
screen.
0 The introduction screen can be disabled using the Configuration
Manager.
= Click [Next] to perform signing operations.
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5.1.2 Sign

STEP 1 » SELECT OPERATION, SOURCE FILE(S) AND DESTINATION FOLDER

g1 FileSigner Plus Wizard
Select Source Fle(s) and Destination Folder

1. Click [Add] to add the files to sign.
2, Click [Browese] to select the location of the output folder,

g ] 4
a»’
'I'ATA..

~Files to Sign
Cizetup.log
A
~Location of the Output Folder
(] By ze

[| Choose settings from a Profile

=~ Back | | Mest [

= Select the file(s) to be signed. FileSigner® Plus supports batch signing,

hence, you can choose multiple files to sign at one go.

While selecting a file to sign, ensure that:

!: » The file is not open.

= The file is not empty.

= Select the destination folder for the signed file.

= C(Click [Next] to continue.
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STEP 2 >» SELECT SIGNING CERTIFICATE

‘g1 FileSigner Plus Wizard - E

Select Signing Certiificate

O
1, Click [Store] or [File] to select the certificate, % |' l

'I'ATA..

~Signer Certificate Details

Propery Walue Select Certificate Fram

|

-~ Back | | | | Cancel

= Click the [Store] button to select the digital certificate from certificate
store, to be used for signing the file(s) selected in the previous section.
Only those certificates whose key usage enables them to be used for
signing will be displayed.

= Click the [File] button to select the digital certificate from a file
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Select Signer Certificate E | E
C
Select vour digital cedificate to digitally sign filers) T
— | Click [\Wiews Cerificate] to view more details of the ceificate I
(o)
Subject 55Ul Serial Mo Expires On

Dermod CH=TCS sub-CA for T... (FE34dde?d . |Fri Aug 03150532 G, | = N
= 5

=

Wienny Certificate [8]34 | | Cancel
Copyright(c) 2009 Tata Consultancy Services Lid.

= You can view the details of any certificate by clicking the [View
Certificate] button.
= Click [OK] to select a certificate for signing.
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‘g1 FileSigner Plus Wizard - Eﬂ E
Select Signing Certiificate ‘ C
1. Click [Store] ar [File] to select the certificate. ;‘l' T
'I'ATA‘
I
o
N
~Signer Certificate Details 5
Property Walue Select Certificate Fram
Certificate Mame(Zh) Demol -
E-Mail{E)
State(3) AR i
Locality/City(L)
lssued by TCS sub-CAfor TSE 2011 —
Serial Mo TR3ddder4400ar9972h4 =]
=~ Back | | Sign | | Cancel

= Now click [Sign] to continue.
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OPERATION STATUS » VIEW STATUS OF SIGNING OPERATION

-3 FileSigner Plus Wizard = xll

Signing Status

File | Status
setup.log Successfully Signed

The operation is complete. To sign more files), re-invoke the
Wizard,

TATA CONSULTANCY SERVICES

To close the Wizard, Click [Finish].

| " Back | I Finish | | Cancel

Once the signing is complete, you will be able to view the final status of the
operation.

Files signed by FileSigner® Plus have the same extension as input file.
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FILEVERIFIER™ PLUS WIZARD

5.2.1 Invoking FileVerifier™ Plus Wizard

5.2.1.1 From the Start Menu

Untitied - Notepad

-

@ Set Program Access and Defaults ) 16 Lobus Sametime Connect
W Windows Catalog BB Adobe Reader X

@ Windows Update ) &k

1) winzip ) Postgre5QL 9.0

) (Defaul) ’
@ 7w

= "

@ auad:an

i) Games

i) Inkel

) Lotus Applications:

i) Microsoit Office
| 2o s [l

m ) NetWating
mmmmm
fa i) Startup
W) iimtotms | () Srbaseacionin
7)) Symantec Endpont Protection
B L= i
fﬁymm@mﬁm
& Internet Explarer
nY msn
Notepad @ww
.,_mmemmm

3 Windows Messenger
@mmm—i Y Windows Movie Maker

Fie Edt Formst Vis

?

Y W Y Y Y WY OYT Y W OwW Y YT Y OYT YT Y
] J

W IS

@ zxcaw:rmmfesmdewm

[Tt @ 0 8 9 owenoifiecrass

= Start > Program Files - TCS FileSigner Plus > FileVerifier Plus.

WS ¥
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5.2.1.2 From the Desktop E
C
-
i T
FileVerifier Plus I
o
= Double click the FileVerifier™ Plus icon on your desktop. N
5
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5.2.2 Introduction Screen E
C
. _ T
_ 3 FileYerifier Plus Wizard I
(o]
Welcome to FileVerifier Plus Wizard V7.3.1 N

This wizard helps you to:
- Verify signed files 5

File\erifier Plus verifies:

- Data Integrity

- Walidity of Signer's certificate

- Revocation status of Signer's certificate
- Certificate Trust chain

To continue, click [Next].

TATA CONSULTANCY SERVICES

et [~ | |  cancel

Once the FileVerifier™ Plus wizard is invoked, you will see the above introduction

screen.

!‘: The introduction screen can be disabled using the Configuration

Manager.

= Click [Next] to perform verification operations.
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5.2.3 Verify

STEP 1 » SELECT SOURCE FILE

@ File¥erifier Plus Wizard =01 x|
Select File to Verify ‘
1. Select the file you wish to Werify | q'l

2, For a detached signature, select the associated data file, THTA..
~File to Verify
Brovyse
~Location of the Data file

-~ Back | | Mext [ | | Cancel

= Click [Browse] to select the file to be verified.
= Click [Next] to view the signature details.

!: Only one file may be verified at a time.

STEP 2 » VERIFY SIGNATURE(S)

On successful extraction of signatures from the signed file, FileVerifier™ Plus displays

the following screen:

PAGE
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-# FileVerifier Plus Wizard _ EE'
Yerification Results ‘
1. Click [Wiew Certificate] to view the signer certificate, % |'

2, Click [Werify] for signature verification details,

'I'ATA..

~Signer Details
Certificate Mame lssuer | Yiewy Cerificate |
Demo3 TCS sub-CAfor TCS 2011 -
| Warity |
| Options |
E | Save File |
< Back | | | | Cancel

The details of certificate(s) used to sign the file being verified are displayed in the

Signer Certificate(s) list. In order to verify a signature, you need to perform the
following steps:

Select a certificate from the list of signer certificates displayed.
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S
= Click [View Certificate] to view the certificate details. [Check to see if E
the signer’s information is as expected.] C
T
Certificate Details | I
(o]
Field | Value | N
Wersion Y3 =
Serial numhber TE34dder 44002997204
Sianature algorithm SHAZ GRwithR SA 5
lssuer CH=TCS sub-CATor TCE 201, | _
Walid from Friday, August 03, 2012 02:05...
Walid to Saturday, August 03, 201303
Suhbject Ch=Demol, ST=AF, QID.24.. | |
key Usane Digital Signature, Mon-Repud...
Cr=0emol
ST=AF
QD254 17=500081
C=Fersonal
C=IM
2k
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USER GUIDE

= Click [Verify] to verify the signature. You will see the following

summary screen.

FileVerifier Plus Wizard x| |

Signature Verification Status

Signature and Certificate Validation for Demol

Q Content not altered after data was signed.
Q Signer certificate is trusted,
Q Signer certificate is valid,

6 Signer certificate revocation status is not requested.

TATA CONSULTANCY SERVICES

= You can customize the verification process depending on your
requirements. Click [Options] to view the Certificate Revocation List
(CRL) options available.
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USER GUIDE

OPTIONS » SELECT CERTIFICATE REVOCATION LIST (CRL) OPTIONS

¥alidation Options x|

Revocation Check Required

Certificate Validation Options

Z2 0 - - om Wwn

i Signer Certificate Only
i Entire trust chain

| Apply || Cancel || Default

» Revocation Check Required

To ensure that the revocation status of the signer’s certificate is verified, you can

check the [Revocation Check Required] box.

The CRL Verification is done offline here, i.e. you need to manually place the
corresponding CRLS in the CRLs folder present in the installed directory of FileSigner
Plus > “.fsp” folder.

» Certificate Validation Options

For certificate validation, the issuer certificates which are the public key certificates
of Issuers like TCS-CA (CA certificate) and CCA (Root CA certificate), have to be
placed in the “IssuerCerts” folder which is present in “.fsp” folder after the software

installation.

If the installation directory is “C:\FileSigner Plus” then a folder “.fsp” is automatically
created during installation of FileSigner® Plus software. Under “.fsp” folder a folder

“IssuerCerts” is created in which the issuer certificates have to be placed.

For example, to verify a digital signature, which is signed using a TCS-CA issued
digital certificate, you will need to place the TCS-CA and CCA certificate in the

“IssuerCerts” folder to trust the signer’s digital certificate.

While verifying the signature, there is no need of providing public key certificate as
the signature created out of FileSigner® Plus software includes the signer’s public

key certificate as part of digital signature. If a signature without public key certificate
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USER GUIDE

needs to be verified using FileSigner® Plus software, verifier should place the

signer’s public key certificate in “SignerCerts” folder present in “.fsp” folder.

For Verifying the revocation status, two options are available. You can check the

revocation status for:

= The signer certificate only - In this case only the signer’s certificate is
checked for revocation.

= The entire trust chain - In this case, in addition to the signer’s
certificate, all the certificates in the trust chain are checked for

revocation. This is the more secure option for verification.

Once the options are set, you can click [Verify] to verify the signer certificates with

the new options.

SAVE FILE » TO SAVE THE CONTENT FROM THE SIGNATURE

¥ File¥erifier Plus Wizard = EE'

Yerification Rocnilie e
[:
|

Save In: |[] My Documents v| |H| || |=1| (B
S [ Downloads [y pefautt.rdp [ samp.pdf.sig -

[ eclipse projects [} Demo2.pfx [} samp2.pdf

= Mounika [y Demo3.pfx [} Testdata.txt

] My Music [} nvoice.pdf [ untitled 1.pdf

5 My Pictures D JSignApplet.doc_0.odt D waataer.pdf

[ SametimeTranscripts D ReadMe.txt

(3 SavedChats Oys

File Name: |Te stData.bd]

Files of Type: |All Files v

Save Cancel

~“Back || Fmsh || cencel




FileSigner™ Plus

|
USER GUIDE
S
To save the Original data file Save File button is used. When the button is clicked the E
above screen is displayed. The location and name of the data file can be specified to C
save the data file at required location and then click on Save button. T
I
Click [Finish] to exit the Wizard. o
N
5
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I
USER GUIDE
S
E
© SMART CARDS & HARDWARE TOKENS (o
T
I
FileSigner® Plus supports Smart Cards and Hardware Tokens. Certificates stored on
(o)
these devices are automatically made available for selection to the user during
N
sighing.
6
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/7 UNINSTALLING FILESIGNER® PLUS

To uninstall FileSigner® Plus, you can do the following:

2 O = - 0om wn

M (@) Set Program Access and Defaults ) 16 Lotus Sametime Connect »
L %2 Windows Catalog B8 Adobe Reader X
% Windows Update i) Git 7
I winZip i) Postgre5QL 9.0
) (Defaut) 3| T Mcrosoht Svardcht 3 S0
@ 770 » | [T} Microsoft SQL Sarver 2008

’1@ Microsoft Sync Framewark

Al ¥ ¥ ¥ ¥ Ww v w v

7] Accessories =
&) Broadcom .l@ Microsoft Visual Studio 2010
) Cisco Systems VPN Clent »| ) Orade M yrtualorx
= , () Sefelet
) Inte X £} Configuration Manager
() Lotus Applications » $3) Flesigner Plus
2 ) Microsoft Office ’ ) Fleverfier Plus
Anil Kumar ) Mcrosolt Siveright 5 4 Uninstall FileSigner Phus
@ e ) Netwating , T Koo e
&7 Internet Explor ) Print Manager »
j‘,ﬁ-mﬂ 0 Startup X
8 LotusNotes () STMicroslectronics »
IT) Symantec Endpoint Protection »
@ GRBosh (5 Tota Photont >
'ﬁ_mmm@ Thinkantage >
¥== 2007 & Internet Explorer
»Y msn

Notepad () Outiook Express
(. Remote Assistance
X5 Microsaft Office (=) Windows Media Player

) WinZip »

Ol’bﬂamfox ) WinRAR ’
T ICreator LE »
nm:a Cavaj Java Decompller »
) Symantec »

c »

i) Instaishield
7] Excelsior JET 7.2 Professional Edition

Imsta-t 5 i; & 5 Opendffice.org 3.3

v v v v

bmlemfox | i~ Mcrosoft

= Start > Program Files > TCS FileSigner Plus - Uninstall
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8 APPENDIX

The following table shows the signer certificate validation results.

Signer certificate validation results will be based on the

- Revocation check level that is selected in the CRL Options dialog

- Validity of the signer certificate

- Signer certificate trust chain

- Revocation status of the signer certificate

Revocation Validity of | Certificate Revocation Result
check level the Trust Chain | status (Not
(Not certificate (Complete/ | Requested/
requested / | (Valid / | Incomplete) | Revoked /
Signer Invalid - Not
Certificate Expired or Revoked /
only / Entire | Not yet Not
trust chain) valid) available)
Not Requested | Valid Complete Not Signer certificate is
Requested valid
Signer certificate is
trusted
Revocation status is
not requested
Not Requested | Invalid Complete Not Signer certificate is not
Requested valid
Signer certificate is not
trusted
Revocation status is
not requested
Not Requested | Valid Incomplete Not Signer certificate is
Requested valid
Signer certificate is not
trusted
Revocation status is
PAGE
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not requested

Not Requested | Invalid Incomplete Not Signer certificate is not

Requested valid

2 O = - 0om wn

Signer certificate is not
trusted
Revocation status in 7

not requested

Signer Valid Complete Not Revoked | Signer certificate s
Certificate only valid
Signer certificate is
trusted

Signer certificate is not

revoked
Signer Invalid Complete Not Revoked | Signer certificate is not
Certificate only valid

Signer certificate is not
trusted

Signer certificate is not

revoked
Signer Valid Incomplete Not Revoked | Signer certificate is
Certificate only valid
Signer certificate is not
trusted
Signer certificate

revocation status is not

available
Signer Valid Complete Revoked Signer certificate s
Certificate only valid

Signer certificate is not
trusted
Signer certificate is

revoked

PAGE 33
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Signer

Certificate only

Invalid

Incomplete

Not Revoked

Signer certificate is not
valid

Signer certificate is not
trusted
Signer certificate
revocation status is not

available

Signer

Certificate only

Invalid

Complete

Revoked

Signer certificate is not
valid

Signer certificate is not
trusted
Signer certificate is

revoked

Signer
Certificate only

Valid

Incomplete

Revoked

Signer certificate is
valid

Signer certificate is not
trusted
Signer certificate
revocation status is not

available

Signer
Certificate only

Invalid

Incomplete

Revoked

Signer certificate is not
valid

Signer certificate is not
trusted
Signer certificate
revocation status is not

available

Signer
Certificate only

Valid

Complete

Not available

Signer certificate is
valid

Signer certificate chain
status is unknown
Signer certificate
revocation status is not

available
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Signer Valid Incomplete Not available | Signer certificate is
Certificate only valid
Signer certificate is not
trusted
Signer certificate
revocation status is not
available
Signer Invalid Complete Not available | Signer certificate is not
Certificate only valid
Signer certificate chain
status is unknown
Signer certificate
revocation status is not
available
Signer Invalid Incomplete Not available | Signer certificate is not
Certificate only valid
Signer certificate is not
trusted
Signer certificate
revocation status is not
available
Entire trust | Valid Complete *Not Signer certificate is
chain Revoked valid
Signer certificate is
trusted
Signer certificate is not
revoked
Entire trust | Invalid Complete *Not Signer certificate is not
chain Revoked valid

Signer certificate is not
trusted
Signer certificate is not

revoked

PAGE
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Entire

chain

trust

Valid

Incomplete

*Not
Revoked

Signer certificate is
valid

Signer certificate is not
trusted
Signer certificate
revocation status is not

available

Entire

chain

trust

Valid

Complete

**Revoked

Signer certificate is
valid

Signer certificate is not
trusted

One of the certificates

in the chain is revoked

Entire

chain

trust

Invalid

Incomplete

*Not
Revoked

Signer certificate is not
valid

Signer certificate is not
trusted
Signer certificate
revocation status is not

available

Entire

chain

trust

Invalid

Complete

**Revoked

Signer certificate is not
valid

Signer certificate is not
trusted

One of the certificates

in the chain is revoked

Entire

chain

trust

Valid

Incomplete

**Revoked

Signer certificate is
valid

Signer certificate is not
trusted

One of the certificates

in the chain is revoked
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Entire

chain

trust

Invalid

Incomplete

**Revoked

Signer certificate is not
valid

Signer certificate is not
trusted

One of the certificates

in the chain is revoked

Entire

chain

trust

Valid

Complete

Not available

Signer certificate is
valid

Signer certificate chain
status is unknown
Signer certificate
revocation status is not

available

Entire

chain

trust

Valid

Incomplete

Not available

Signer certificate is
valid

Signer certificate is not
trusted

Signer certificate
revocation status is not

available

Entire

chain

trust

Invalid

Complete

Not available

Signer certificate is not
valid

Signer certificate is not
trusted

Signer certificate
revocation status is not

available

Entire

chain

trust

Invalid

Incomplete

Not available

Signer certificate is not
valid

Signer certificate is not
trusted

Signer certificate
revocation status is not

available
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Note: * - Revocation status is checked for all the certificates in the chain
** - Any one of the certificates in the chain may be revoked

2 O = - 0om wn
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Contact Us

http:/ /www.tcs-ca.tcs.co.in
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