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Online Enroliment Process
Open the enrolment URL as given below

https://dsc.safescrypt.com/charteredinfo/

safescryp

Account Details

[+]
+ 1. RCAI Class 2

+ 2. RCAI Class 3
+ 3. DGFT SafeEXIM

- 5. RCAI Class 2 2014

Account Name charteredinfo

Organization Name: Chartered Information Systems Pvt Ltd
Organization Unit m

Email 1d digitalsignature@charteredinfo.com
City Nagpur

State Maharashtra

Country India

Primary Contact Bharat Hedaoo

Contact No 07126638807

Website Nil

CHARTERED INFORMATION SYSTEMS PVT. LTD.

5.1 RCAI Class 2 for Individual - Signing 1 Year Validity
5.2 RCAI Class 2 for Individual - Signing 2 Years Validity

5.3 RCAI Class 2 for Individual with Organisation Name - Signing 1 Year Validity
5.4 RCAI Class 2 for Individual with Organisation Name -

igning 2 Years Validity
5.5 RCAI Class 2 for Individual - Encryption 1 Year Validity

5.6 RCAI Class 2 for Individual - Encryption 2 Years Validity

5.7 RCAI Class 2 for Individual with Organisation Name - Encryption 1 Year Validity
5.8 RCAI Class 2 for Individual with Organisation Name - Encryption 2 Years Validity

- 6. RCAI Class 3 2014

6.1 RCAI Class 3 for Individual - Signing 1 Vear Validity

6.2 RCAI Class 2 for Individual - Signing 2 Years Validity
6.3 RCAI Class 3 for Individual with Organisation Name - Signing 1 Year Validity
6.4 RCAI Class 3 for Individual with Organisation Name -

gning 2 Years Validity
6.5 RCAI Class 3 for Individual - Encryption 1 Year validity

6.6 RCAI Class 3 for Individual - Encryption 2 Years Validity

6.7 RCAI Class 3 for Individual with Organisation Name - Encryption 1 Year Validity
6.8 RCAI Class 3 for Individual with Organisation Name - Encryption 2 Years Validity

+ 7. DGFT SafeEXIM 2014

DIGITAL SIGNATURE REGISTERING AUTHORITY


https://dsc.safescrypt.com/charteredinfo/

safescrypt

Pick up

Revocation

First Name ™
Last Name

PAN Number
Telephone Number *

State/Province =
Postal Code *

Country *

Address Line 1

Address Line 2 (incl. State & Pincude}‘

LDcaIity‘

City™

GST Number
Challenge Passphrase‘
Confirm Passphrase™
Registration No

E-Mail id™

Comments

Register For

est C3

i

9876543210

Maharashtra
440002

EI

INDIA

Registration Details

iddress

isddress

ocali

[l

example@gmail.com

[[] rRCAI Class 3 Individual 2 Years Encryption 2014

Registered device based Aadhaar Registration
As per UIDAI circular, only registered biometric device will be allowed for biometric based "Aadhaar Registration™.
If you are using biometric for authentication, then please ensure that you possess a registered biometric device for enrollments.

Digital ID Subscriber Agreement

By applying for, submitting, or using a Digital ID you are agreeing to the terms of the Safescrypt Subscriber Agreement, located at:

http://www.safescrypt.com

Section 71 of IT Act stipulates that if anyone makes a misrepresentation or suppresses any material fact from the CCA or CA for obtaining any DSC
such person shall be punishable with imprisonment up to 2 years or with fine up to one lakh rupees or with both.

Disclaimer

For all RCAI Class2 and Class3 DSCs, usage of FIPS 140-1/2 validated cryptographic token is mandatory.
For all RCAI Class1 DSCs it is advised to use the same cryptographic compliant tokens or else subscribers are prone to risks of DSC private key

storage.

Note: Information must be accurate and in-line with the subscription form
as this information will be displayed in your Digital Certificate.

CHARTERED INFORMATION SYSTEMS PVT. LTD.
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Click on Confirm if all the information’s are in order

- safescrypt

Certificate Registration Confirmation
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safescrypt

Dear User,

Pick up Your request for digital certificate has been initiated successfully.

Note: Please remember the challenge passphrase provided during registration for further communication with the system. If you
Revocation have generated your key in browser, please don't format the system or change the browser version till you get the certificate
and backup the private key in PKCS#12 format. If not, you might lose the key and certificate may become unusable after that.
Details about your request has been forwarded to your registered email ID. The email might contain the instructions about
Search validating your email id and mobile number. You would also need to prove your identity with video recording if requested, the
instructions for which are included in the email.

Your filled-in registration form is ready for download. The form has to be printed out, signature affixed and submitted to your
Registration Authority. Click here to download the form.

CHARTERED INFORMATION SYSTEMS PVT. LTD. DIGITAL SIGNATURE REGISTERING AUTHORITY



CHARTERED INFORMATION SYSTEMS PVT. LTD.

Process for Download

Receipt of email with pick up PIN

Once SafeScrypt CA approves the request after due validation process,
subscriber will receive an email with a PIN and link to pick-up the
Certificate

File. Message | Adobe PDF @

- <~ o a . .
Butgnore x ) _}g (5} Bmetng 135 mpottant 3 To Manager 5 B (P H .ﬁm % .
(54 Team E-mail « Done o ] onenote . l.ﬁ Related *
- Delte  Reply Reply Forward & ° Mate Mare Categarize Follow | Transiate oom | Insecure
& unk Py Aﬁly W More |2y Reply & Delete 7 Create New = B Adions * | Unread 9 Up~ [y select ~
Delete Respond Quik Steps 5 Move Tags 5 Editing Zoom | GpgOL &
© This message was sent with High impartance.
From: CISPL Digtal Signature <digitalsignature @charteredinfo,com>» Sent: Mon 17/06/2019 6:12 PM
To: ‘example@gmal.com'
e
Subject: Your DigitalID i reacly
i
R
Dear Test C3,

Your Administrator has approved your Digital ID request. To assure that someone else cannot obtain a Digital ID that contains your personal information, you must retrieve your Digital ID from a secure web site using a unique Personal Identification Number
{PIN). You can retrieve your Digital ID by following these simple steps:

Step 1: Visit the Digital ID retrieval web page. If your Administrator has set up a customized location for retrieving your Digital ID, you should visit the URL specified by your Administrator. Otherwise, you can retrieve your ID at
tCA/2000.htmi?otldatauniq=h00DdPDEKST/MUFX60/8vIMMgS0LLIMZOEATQUSEKHAWIG2

Step 2 In the form, enter your Personal Identification Number (PIN):

Your PIN is: 11062204910888624512636 Step 3: Follow the instructions on the page to complete the installation of your Digital ID. If you have any questions or problems, please contact your Administrator by replying to this e-mail message. Warm Regards,
SafeScrypt CA

To pick up the certificate, subscriber needs to insert the token and need
to click on the link in the Pickup PIN mail.

Click on download and the cert will get installed to the Token directly

N @ o6 satescrypt.com A0 O~ @ B C | E Safescrypt - Subseriber Do.

THle Edt View Fgvortes Took Help

v B Google i SefeScrypt = |, Symantec v ), Sdy > | DashBoard v |, GlobaiSign =

f - Account Name  SafeScryptCA
(]
Download Certificate

Ragistration No 11011151420795706221824 ]

=
Revocation
red by: Odyssey Certrix

Rk v
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-
Web Access Confirmation —

i-., This Web site is attempting to perform a digital certificate operation on
your behalf:

https://dsc.safescrypt.com/SafeScryptCA/2000.htmi?otldata=110121221
61109864461536

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

ig Certificate installed successfully

5]
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Verification of Successful Download

To verify the successful Download, login to the Token and the
contents should look similar to the below screen shots.

Certificate CN:

Organization Name{O):
S Issuer{CN):

Expired Date:

SN:

Key Usage: Logout View Certificate

& Token List e
5% ePass2003 m
E|{:| User Certificates
. (= Test C3 Ind's SafeScrypt sub-CA for RCAT Class3 2014
: . 4% Public Key
-Gk Private Key

L A Cartifieates ﬁ
<

Change User PIN Change Token Name

Field Value

Token Name ePass2003 ﬁ‘ﬂ‘
Manufacuerer Feitian Technologies Co., Ltd

Model ePass2003

Serial Number 20CF3233000E8031
Total Memory 63488

Free Memory 35840 m a
<

Analysis Tool

CHARTERED INFORMATION SYSTEMS PVT. LTD. DIGITAL SIGNATURE REGISTERING AUTHORITY



Including SafeScrypt CA chain to the Token

Click on Import Certificate >> Import a certificate from a file

Certificate CN:

Organization Name({D):

 Issuer(CN): o
Expired Date: \v
SN: ]

Key Usage: View Certificate

&% Token List ——)
2% ePass2003 m
£-{1 User Certificates
¢ 5-[=] Test €3 Ind's SafeScrypt sub-CA for RCAT Class3 2014
‘... /% Public Key
: LT} Private Key
DL A Cartifiatec

<

Change User PIN Change Token Name
Field Value
Token Name ePass2003 ﬁ’:}
Manufacuerer Feitian Technologies Co., Ltd
Model ePass2003
Serial Number 20CF3233000E8031

Total Memory 63488 ' '
Free Memory 35840

Analysis Tool

Select file:

i@ From File

@ From Store

password
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Select a CA file and click on Open, click on Yes and you will get a message
that the import was successful, repeat the process for the remaining all CA

certs.

Entersafe PKl Manager - ePass2003 - 180929 x
Look in: | | ™ Class 3 Chain V@ @ = m-
Mame Date modified Ty
Al CCA INDIA 2014-cer.cer 12/03/2014 1025 ...  Se
ESAFESCRIPT CA 2014-cer.cer 12/03/2014 10:25 ... Se
__;;'.I SafeScrypt sub-CA for RCAI Class3 2074, cer 12/03/201410:25 ... Se
< >
File name: || | | Open

Files of type: | Certfficate files(" pfx;*p12;"p7b;" cer*ot)  ~

[ ]Open as read-orly

Cancel

Token will display all the SafeScrypt CA certs as shown below

Certificate CN:
Organization Name{O}):
Issuer{CN):

Expired Date:

SN:

Key Usage:

| &3 Test C3 Inds SafeScrypt sub-CA for RCAI Class3 2014
: -4 Public Key

E ]!, Private Key
2+C3 CA Certificates

] SafeScrypt sub-CA for RCAT Class3 2014's SafeScrypt CA 201

@ SafeScrypt CA 2014's CCA India 2014
LR OO A Tadia MNT4e OO A Tndia 2014

Field

Token Name
Manufacuerer
Model

Serial Number
Total Memory

Free Memory
<

CHARTERED INFORMATION SYSTEMS PVT. LTD.

Value

ePass2003

Feitian Technologies Co., Ltd
ePass2003
20CF3233000E8031

63488

35840

Logout View Certificate

|

Import

Change User PIN Change Token Name

v

Analysis Tool

&
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